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Functional Safety

Functional safety

« Part of the overall safety relating to the EUC and the EUC control system that depends on the correct
functioning of the E/E/PE safety-related systems and other risk reduction measures [IEC 61508-4]
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Equipment | E/E/PE safet
! y
EUC control system e e UnderControl e ® _related system

(EUC)

Ex. Escalator controller Ex Escalator Safety PESSRAE
' function PESSRAL

Hazard Situation / Event Harm
ex. Unintended reversal ex. Morning rush hour physical injury
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Safety function

* Function to be implemented by an E/E/PE safety-related system or other risk reduction measures,
that is intended to achieve or maintain a safe state for the EUC, in respect of a specific hazardous event
[IEC 61508-4]

» Safety integrity

“Safety performance”
Determined from the risk assessment

Safety

“What has to be done” function

Determined from the hazard analysis

E/E/PE Safety-related System

Final
element

® Controller e

Final
element

Ex. Motor Encoder Sensor Ex. Relays for Safety Line
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Consideration Factors

Failure

« Termination of the ability of a functional unit to provide a required function or operation of a functional
unit in any way other than as required

Failure
|
|
Aging failure Software failure Installation Failure Operational failure

* Random failure due to * Inadequate specification + Gas detector capsulating * Value left in wrong position
Natural (and foreseen) left on after commissioning
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Random

hardware failure Systematic failure

* Programming error * Sensor calibration failure

stressors ) * Value installed in wrong i
* Error during software direction * Detector in bypass mode
update « Incorrect sensor location

Design related failure Excessive stress failure

« Inadequate specification + Gas detector capsulating
* Inadequate implementation i on_after commissioning

* Value installed in wrong
direction
v Source : PDS method handbook (2009) ¢ Incorect sensariocation
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The way to deal with Failures

Prevention / Control

* Applying systematic measures such as safety life cycle required in standards with proper techniques and mez
* Implementing diagnostic functions such as a sensor self-test, program flow monitoring and data validation
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Systematic Measures
Design/Verification/Validation

Systematic Failure

Technical solution
Ex. diagnostics

Failure

1
i

11
E

i1

Category

SECICICENTENEREN”
:

i1

Random HW Failure

Controller fex. BMC)

|5 o b | dem

Sensor (sx. CMC)
p Actuator .
k h S
\- H

.—L"“'“"'"




2023 International Lift Expo Korea 2023

Contents of National Standard (1)
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Systematic Measures (Simplified Safety Life Cycle)

« The way to audit development process of safety function.

« A minimum safety life cycle considering ISO 8100-2 annex B (PESSRAL)

«  What contents are needed in work product

System Design Specifications

B | i

SW Design Specifications ¢ HW Design Specifications «

L J b J

SW Testing « HW Testing «
I
i
System Integrated Testing «

Figure 3 — Assumed Safety Life Cycle.

4.3.2.21 Document Review.

+

4.3.2.21.1  Specifications of the safety function shalled be evaluated. The existence and accuracy of

the following items must be evaluated. -

o

a) Input and output interface of safety functions«
NOTE It can be checked through the /O interface of the connector end of the safety device.

.

b) The standards and defined safety conditions that cause the operation of the safety function

.

c) The interface between components consisting the safety functions -
NOTE It can be expressed in a logical form, taking into account the implementation of hardware and
software performing safety functions. These components and interfaces should be represented in the
system architecture. -

.

d) Time constraints of safety functions«
NOTE The validation of time constraints shall be supported by reasonable grounds, such as test data.
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Contents of National Standard (2)

How to figure out technical measures (Safety Analysis)

« Description of he way to evaluate systematic safety integrity and hardware safety integrity

« The key point is how to do safety analysis with examples.
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A1.2.3 Hardware circuit diagram

Figure A.2 — Circuit diagram

MOTE The circuit diagram in Figure A2 is drawn for the analysis example of hardware architecture
metrics, and it is abstracted and simplified to a certain level. Thus, technical operation and deployability

shall not be considered in this diagram.
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Table A.5 — Analysis of failure effect and single-point failure
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Failure rate and mode Failure effect Analysis on single-point
failure
Possibility | b cibility
Failure effect of " Response -
Habrldware Identifier Element Elemgnt Failure mode ing diag! i Ifu of s||_|gle- diagnostic
ock form function function) of safety f:!:;mt function
function Hlure
Power D1 Diode Respond to | Short Lost the reverse polarity X
interface reverse response function.
polarity. Open ECU lost power supply. — X
MCU lost power. — Open
relay
Cc1 220uF/ Remove power | Short ECU lost power supply X
electrolysis | noise Open BATT power noise — o} o] DGO1 / Monitor
Unstable operation of SBC power.
and MCU
System c2 10uF/f Stabilize 5V | Short Impossible to operate MCU. X
basis electrolysis | power. Impossible to supply power
to multi-function switch
Emergency control function
is unavailable
Open Unstable 5V power — o] o] Response
Unstable operation of MCU measure is
unavailable.
(Need to
monitor 5V
power.)
R1 60 ohmichip | Stabilize CAN | Open CAN bus voltage X
metal film bus voltage. stabilization is lost. —
Possible to cause CAN
communication error.—
Impossible to receive speed
information.
Drift There is no failure effect. X
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Ex. Initial Design
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+

R61
Enable Out.0

R62  T61

R21 Out. 1 [}
R11
l int INADC2
n Ic11 Ic21 61 161
ucC I
In2

n out.3
InADC3 Out. 2
INADC1

RN

« Safety Function : Overspeed detection
*SIL:SIL2
- Safe state: safe valve 161 open
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Safety Function (SIL2)

Failure mode Diagnostic

. that hasthe
Failure potential to
mode violate the

Safety-related
Component | Failure |componentto be| Failure

allowing to Failure Mode
preventthe | coveragewrt.

Name rate/FIT considered inthg Mode ailure mode froi violation of
calculation? L L s,";',fgtg’sm;"gf" violating the safety goal
Diagnostic? safety goal?
R11 open 90% X 18 | 1.8
NOTE 1, 2 YES I 1
NOTE6and closed 10% X I 0.2 : 0.2
NOTE 7 : "
Out. 1
50 % [
WD 20 ves | Stuckatd 20 | :
Out. 50 % I
Stuck at 0 [ !
All o
uC 100 YES Dangerous 0% X ‘,____?2____:' 30
All(Safe) 50 % 50
3 52
Total failure rate 122 FIT Safe Failure Fraction l Not satisfied Residual Failure Rate
=1-(52/122) —|574%| =52 FIT
Total Safety-Related 122 FIT NI
Total Non Safety-Related OFIT
Architectural Constraints Quantify Random HW failure
Safe Failure Hardware Fault Tolerance Safety integrity | Average frequency of a dangerous failure of
Fraction -_-_ e e
-9 -8
<60% SIL1 SIL2 4 210""t0 <10
_60%<90% _ _ _SIL1_ T SIL3 3 210 %t0< 10"’
90% < 99% SIL2 I oS3 SIL4 2 >107to< 106
= 299% T T si3 SIL4 SIL4 1 >10°t0< 10"
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T U-Batt

Out. WD Inp.
5V Out.
+ te 8
R61
Enable Out. 0 Enable Out. 0
R62 T61
Out. 1 Out. 1
1 InADC2 In1 InADC2
161
uC uC
In2 ~—o In2 out. 3
Out. 3 12 c12 % 22 o
InADC3 Out. 2 InADC3 Out. 2
InADC1 InADC1

R RIS

« Safety Function : Overspeed detection
e SIL:SIL2

« Safe state: safe valve 161 open

+ Diagnostic 2 : The values of sensors |1, |2 pulses are read by the microcontroller. The wheel speed is computed using the mean value given by
the sensors. The safety mechanism 2 compares both inputs.

+ Diagnostic 4 : Safe Valve Feedback Monitoring
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Ex. Safety Analysis for Refined Design
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Safety goal 2

Failure mode
that hasthe
Failure potential to
mode violate the
distribution | safety function
in absence of
Diagnostic?

Diagnostic
allowing to Failure Mode
preventthe | coveragewrt.
ailure mode from|  violation of
violating the safety goal

Safety-related
Component | Failure [componentto be| Failure

Name rate/FIT Iconsidered in the Mode
calculation?

R11 r" """"""""""""""""""""""""" =\
open 90% X 1.8 99 % 1.782 1 0,018
NOTE 1, 2 YES Diagnostic 2 -
NOTE 7 dosed | 10% A Xx | _____ 1 _[ 0z | 9% | 0198 5 000
Out.
Stuck at 1 50 % é U-Batt )
WD 20 YES o 20 T
ut.
Stuck at 0 50 % out. WD Inp.
5V Out.
All +4 ¢ +
Dangerous 0% X w61
I.lc 100 YES Enable Out.0
All(Safe) | 50% 50 outt =
In1 InADC2
- — N ucC
In2
. . . 1 Out.3 ﬂ—o—*
Total failure rate 122 FIT Safe Failure Fraction 1 BT Y
e 8 B N _§ N N &N N §N N N § N N - - I
=1-(5,02/122) =95.8 % ADC3  out.2
InADC1
Total Safety-Related 122 FIT
Total Non Safety-Related OFIT L RS y

11



ktl TEME [ SA Y
Korea Testing Laboratory

Thank you for your attention!

Q&A
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